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INFORMATION SECURITY POLICY

Policy Slatement

Illarntaining the integrity of informatlon sbred in systems of Moiisons Commo-ditie6 Private Limited is a

resoonsibilitv shared by 
"lt 

u"e'" o' 
'no"t 

;si#s rtt tntott"tion rechnology 
'(lT)compuling 

resource

users are responsible for protecirng y"'p;"; ;;;;ii;" and are expecied lo be familiar with and

comply wth this policy v|olatlons ot t"'" ioii"V rnuv ["'ii in aisciptlniry action up to and including

dismissal or expulslon,

R€ason for Policy/Purpose

lnformalion is a vital Company s asset and requires protection from :*"il9.llT-1":j*" modification

disclosure or destruction. This po""y 
"",. 

?-'tn-i"hir"ments and. a guideline for incorporation of

il]iJr."ti"^ i""ri.,iv p_"tice6 into daity usage of company s lT computing resources

Who Needs to Know Thls Policy

Staff and Management

INFORMATION SECURITY POLICY

i:l:J5'3n"tfft:" lr computing resources are respon6ible for protecting the.information proces6ed'

stored. or transmitted ouu' o' on tno"t '""iiiJ"l 
ano'fo' in"orpo'lting tne following practices into their

daily usage of such resoulces

A. Physical Security of lT Computing Resourc6

Company s technology assets require physical 6ecurit measures to protect thefl and loss of Infomation

Further, if a computer is 
"tor"n 't ""n 

t"*" ifiaLGo/even ttousanis ot frours to re-create the

irlr-."ili" r""ltiit' t|'" hardware lJsers of lT resources should:

/ Always use a security cable or locking device with laptop compuieE;

v Lock offce dools when Eavlng:
r' Never remove asset tags from equlDmenl:

r' Lock awav laptops' PDAS o' "of i"i pttipt'etats overnight in accordance with the Laptop

iotoui"i2no smait gt"ctronic Device Theft Policy;

r' Confiqure a password-protected screen saver:

t i""or"G t',! iv"t"t when finished wofting: and

/ Uti ze a Power-on Password

B. Passwotds

Passwords are an integral pad oJ overall security To minimize the risk of a password being comprcmseo

""i 
i"iu-o"i"g r""t o"i to rlnauthorized access' employ the following:

r' Do noi use familiar names;
t i""lJ r"i"g ;.tnly known facts about yourself;

Y oo not usiwords found in the diclionary:

' Use at teast eght (8) characteE:
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/ Utilize both letters and numbe6;

'/ Use special cha€cters if possible;

t it" "!""iii"" 
*o lower-case letters if possible:

r' Combine misspelled words;
r' Do nol sharelour password witn anyone;fea 

w'here it can be linked to your specific compuler or
r' Never wlile down your password In e

' 3Tlll!"'" t" ou'"--ot9:l,l,llloTiil?"". password instead or tellins it to the technolosv
r' when receiving technical ass6tance'

, "J"fiffi[tt"L::1"" a telephone call from someone claiming to need your password' report it

immediatelY.

C. Securing Your PC

Itisimponanrto maintain companvs-computers:#"#:i:.$tff.fi::]""5"1f,ffiffi'Jl?J"Xffii;

ii:","i:r:J',:T ::L:;:T':1l"iT:ff T##;1; "ii-""'p"t'"s ;"'*"e users shourd emprov ihe

following:

/ Keeo anti-virus softwafe up to date

r' Keep systems Paiched
r' Use a personal firewall (recommenoeo)

^' 
l;f,iliioil"i'J"""p?ly^:.,T:.H:11 a;.:fl'"1ff S"ffil,""li'l$ '?#"8"iffi,j"""',i"-i.-"i

conftdential dala, and to follow lhe uara u@!r'Lorv'|^^":; ;;";;;;., network-attached device
;;::;;;; ;i;;;s" or anv confidential or sensitive data on anv computer or nelworK

that has not been exptici y 
"pp.u"o "v"1iri]p""n-v-"- 

inio'mition i""u'ity personnel As such' lT

;;;ils ;;";;; ,";rs sh;ll adhere to the rolrowinq:

r' Employ adequab encryption technology for 6ensitive or c tical informat'on

r' Notifv the management if sensltNe or critical Company's infolmaton is lost or disclosed to

unauthorized parties, ,t 
"ny 

,n"r,no"ritla'uJii 6omir"n! 
" "yst"mt 

ttas taken place' or if there

ii'"r"pi"." "i"""r' 
I;*' disclosure or unauthorized use'

'""1",)30'""0".i::l'f, il;;#X':J5j#":"ffi "t1'"1i;"y'?:i'#;?T;;
authority.

/ DO NOT place Company s sensltlve or critical information in any computer unless the persons

who have access to that 
"otput"' 

n"u' 
""i"g:;t"iJ 

nl"J-to+noui t'" informalion involved

, Do Nor save fixed passwords.,:-Y::,i:'il":::.:: :ilig :i":5i1lll?'$'#",i::Ti'iH"i
svstem. This may allow unaulhonzeo,u:

ilii"i""i i" s""Lior the Enterprise Accounting svslem

, DO NOT diskibute internal critical or sensitive Companys communications to external entities

rhat are not affitiated wt,n,n" ron1p"nv-t.'dniv ili;ili; i" intemal ent ies on a need to know

bas|s.

or other non-Public
by the apPrcPnate

Retd. ffice:2nd Floor, Chandwanisna ti Bhawan, lwala PurKankhal l,lain Road, Haridwar249403 (Utta6kahand)

CorDorare Otfi.€: ,,Motisons Tow€r,' 6th Ftoor, SB-110, Lal Kothi, Tonk Road, JaipuF302015, Rajasthan Tel.: 0141-4054545 Faxr 0141-4054550

E-matl : commodity@ motisons.com, moticommodity@gmail.com Website: ww.moticommodity.com CIN U74999UR2003PTC000348



r' DO NOT establish lnternet or other extemal network connections that.could-allow non"Company's

Isers to oain access to companys "y;G;;-;tth 
critical or sensitive information unless prior

,iiiou"r n'"" o""n ,"""ived by the appropriate authority

'/DoNoTdiscussinformationsecunty.lelatedincidentswithindividua|soutsideofthecompany's'' 
ii"liritt*" i*ia" the company's who do dot have a need-to-know

E. Availability
cotpu"i:J"v"tiil.-'"nd lT computing resources are expected to be available

Accordinolv, resource users are expecteu lo limit usage of these resources to

.io,,iJ ai"i"t 
'n 

mating ,.sources available as follows:

/ Update system patches for lT computing re6ources that transmit' process or slore cdtical or

sensitive informatrcn

'/DoNoTprobesecuritymechanFmsateitherthecompany'sorothersitesunlessauthodzedto
do so bY the Chief Security Ofiice'

'/ DO NOT cause intentional harm to Company's -owned lT computing resources This includes

intentionally down loading frcm any source

F. IntegritY

Inteolitvmean6ensuringthesounonessorcompletenessofinformationdudngits.tfansmission'storage'
aen;ration. and/or handling. Informat|on ,*t i! aoairi"a may be erroneous and could lead to poor

6Lisine6s decisions. ln order to maxrmze iii"J,itv, rr 
"otpuiing 

resource users shall adhere to the

following:

/ screen all non-text files downloaded from the lnlernet with anti-virus software prior to usagg to

iinirilze tre risr< of conuption modification or loss of data

v Notify the Management immediately if passwords or other system access control mechanEms

ere lost. stolen or drscloseo. or are suspected of being lost stolen or disclosed'

'/FoMardinformationpe.tainingtesecurity-relatedplob|emstothechiefseculityofficel
irnrn"Ji"ierv oo noi person;lv rediski6ute system vulnerability infomation'

'/Reviewinformationobtainedfromthelntemetwithcaution'Befole.uslngfreelnternet-supp|ied
information for business 0""'"'on_tuiing-puipo;s corroborate and confirm the information by

consulting other reliable 9ources'

/ secure pelsonal computers via a locking feature such as a passwold-plotecled screen saver

when walking away eulrrc compurels Jittl n; critic€l or sensitive informatlon' such as those in

the library or in labs are excludeo
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and ready for usage.
teasonable levels and


